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Decision I&Q

This course is established by Dean 2021-11-10. The course syllabus is approved by Head of Department of Computer Science
2022-03-01 and applies from 2022-08-29.

years professional experience within an area related to software-intensive prod r service development (shown by,for

Entry requirements @
Admission to the course requires at least 120 credits, of which at least 90 credits in‘atéehnical area, and a minimum of 2
example, a work certificate from an employer). Qg

. Objective and content @

3.1 Objective &]
The main objective of this course is for students to learmihow%e use cryptographic algorithms and protocols to protect
data in transit and at rest from unwanted interferencge Pagticipants in this course will gain knowledge that helps them
enhance the security of applications and services th d and/or developed in their organization.

3.2 Content * Q
The students will be introduced to funda & curity mechanisms such as encryption, digital signature, integrity,
authentication and authorization. Fu Q, the course will include showcases of how these fundamental mechanisms
can be combined to implement ind standard security services such as IP security (IPsec) and secure web
communication (TLS/SSL). ¢
The course comprises the fdll :

* Introduction to crypt
* Quick review of pro mihg languages used in the course
* Using programmi works to implement security mechanisms/services

* Distribution an ement of encryption keys with digital certificates
* Fund ata security (IPsec)

of web communication (TLS/SSL)
foud-based storage

Learning outcomes
The following learning outcomes are examined in the course:

4.1 Knowledge and understanding
On completion of the course, the student will be able to:
* Explain the type of threats that can be mitigated by applied cryptography and the types that cryptography cannot
address
* Explain how fundamental security mechanisms and services work

4.2 Competence and skills
On completion of the course, the student will be able to:



* Implement fundamental security mechanisms using security frameworks introduced during the course
* Manage encryption keys and digital certificates

* Be able to configure and operate a Linux-based IPsec virtual private network (VPN)

* Be able to trace and diagnose IPsec and TLS/SSL connection establishment

4.3 Judgement and approach
On completion of the course, the student will be able to:
* Determine the pros and cons of specific security frameworks based on their feature list
* Determine the security mechanisms required for implementing a specific security service.

Learning activities

The teaching is organised around online lectures, pre-recorded videos, together with written material, literature, and
research literature. Throughout the course, communication, feedback, and discussions with teachers and fellow participants
will take place through email and the course’s online learning platform.

Assessment and grading
Modes of examinations of the course

Code Module Credits Grade _____
2230 Written assignment 5 credits 0
The course will be graded G Pass, UX Fail, supplementation required, U Fail. \O

The information before a course occasion states the assessment criteria and make expli Ibh modes of examination
that the learning outcomes are assessed.

An examiner can, after consulting the Disability Advisor at BTH, decide on a cust amlnatlon form for a student with
a long-term disability to be provided with an examination equivalent to one giv. udent who is not disabled.

Course evaluation &
The course evaluation should be carried out in line with BTH:s ¢ valuation template and process.

Restrictions regarding degree
The course can form part of a degree but not together with ai othe

corresponds with the contents of this course. Q
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Course literature and other materials of inst
The teaching is organised around online lectures rded videos, together with written material, literature, and
research literature. Throughout the course, c ation, feedback, and discussions with teachers and fellow participants
will take place through email and the cows nline learning platform.
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urse the content of which completely or partly




